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RMS and IR security

VinciWorks takes security seriously. Our Risk Management System and Incidents Register are 
built to the specifications of the biggest firms in the world, with the strictest security policies.

Physical  

• 24/7 physical security and strict access  
requirements at data centre

• Multiple power supplies and        
redundancies

• Electronic monitoring of fire suppression,  
smoke detection and cooling systems 
every 15  minutes

Hosting
• Hosted at a secure data centre owned         
   by Telecity Group in Manchester, UK

Server
• Hosted on a secure server separate from  

lower-security systems

• All applications on the server have been  
tested for security   

• Server-level physical and logical security  
in place, including firewall and DMZ      
protection

• Threat detection and monitoring in place  
at server level

• ESET antivirus with virus definition     
checks every 15 minutes

Personnel
and    

information security agreements

• Access to server and databases limited to 

 

with named accounts

• No client data ever stored on local      
machines

Database
• Separate SQL 2012 database for each      

application

• Unique access details for each database

• Passwords encrypted with salted
one-way hash    

Backup
• Full database backup taken daily with     

hourly transaction log backups

• Application data can be restored to any  
hour in the past from backups

• Backups encrypted and regularly moved 

Application
• Penetration tests conducted by     

independent third-party security experts
  
• Ongoing regular reviews of 

penetration tests

• 256-bit SSL encryption

• Customisable security settings including  
password policies and lockout for incorrect  
attempts
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